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Abstract 
We propose a ranking algorithm to help search engine eliminate spam pages. On the basis of an initial blacklist 
containing a small set of identified spam pages, our algorithm evaluates a page from two aspects, namely spam 
tendency and the authority. In this way, pages with relatively high quality and low or even no spam tendency can get 
high ranks.  In the experiment part, we tested the anti-spam performance of this algorithm based on 3537379 pages 
and 8456740 links. The result indicated the fact that, compared with PageRank, the anti-spam performance of our 
algorithm was considerably better enhanced. 
© 2011 Published by Elsevier Ltd. 
Selection and/or peer-review under responsibility of ICSS 
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1 Introductions 
With the explosion of Internet, users are usually confused about its mass information. The emergence 
of search engine to some extent improves searching efficiency. However, the amount of searching results 
is large so that users have to choose the information they need by themselves. Therefore, ranking 
algorithm is applied to facilitate the choices, such as PageRank [1], HITS [2]. As the detail of ranking 
algorithm is a part of commercial confidentiality, it does not open to the public.  
The rank of searching result has a notable influence on users concern. It is shown by American famous 
engineering service provider iProspect that 56.6% of users only pay attention to the first two pages of 
searching result, 16% of users pay attention to the first several items, only 23% of users will check the 
first two pages, and only 8.7% of users will look up more than three pages. Consequently, optimization 
service arose, which can improve the rank of searching result. However, there are some sites that try to 
deceive the search engine and make their rank higher by guessing the ranking algorithm and using 
disguise means. This kind of act is defined as spam, which not only degrades the performance of search 
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engines, but also seriously reduces users’ satisfaction. Therefore, an anti-spam sorting algorithm based on 
link analysis is proposed in this paper to be against the cheating technology. 
2 Literature Reviews 
The definition of spam is different to different searching engine. In summary, there are three 
perspectives: ①adding irrelevant keywords in certain source code of web pages intentionally; ②repeating 
certain keywords in certain source code of web pages deliberately, even if they are related to the contents 
of web pages; ③adding one or more links point to the spam pages. However, those pages which the spam 
pages point to are innocent [3]. 
To recognize and punish the spam pages, anti-spam study started. James Caverlee et al [4-5] provided 
a rigorous study of the set of critical parameters that can impact source-centric link analysis, such as 
source size, the presence of self-links; James Caverlee et al developed a novel credibility-based Web 
ranking algorithm – CredibleRank – which incorporates credibility information directly into the quality 
assessment of each page on the Web [6]; Chengming Liang et al proposed an algorithm to assign spam 
values to web pages and semi-automatically select potential spam web pages [7]; Jiahui Yu et al 
considered that although the diversity of web spam is considerable, it’s purpose is no more than 
advertising and value-added services. So they focused the anti-spam study  on the spam aim [8]; Mengyan 
Hao et al analysized the spam techniques which may exist in the search engine optimization and they 
proposed different penalties for the different types of cheating [9]; G. Mishne et al raise a method to 
recognize the link spam in the blog comments through comparing the language model between the 
contents and comments [10]; Michael G. Noll et al proposed that the level of expertise of a user with 
respect to a particular topic is mainly determined by two factors. Firstly, an expert should possess a high 
quality collection of resources, while the quality of a Web resource depends on the expertise of the users 
who have assigned tags to it. Secondly, an expert should be one who tends to identify interesting or useful 
resources before other users do [11]. 
3 Anti-spam Algorithm 
As a general rule, one page always links other pages with the same reliability. Reliability refers to 
whether the page gets the good rank by web span rather than the accuracy of its content. Web pages with 
high reliability will not link the ones with low reliability while the bad ones will link the good ones to 
strengthen their influence, so we judge the spam tendency and punish the spam pages via the quality of 
the forward links. Based on these considerations, we use spam tendency to measure the reliability of a 
page and there is a negative correlation between spam tendency and reliability. 
3.1 Spam tendency 
It is unconsidered to detect spam pages only by whether there is a directly link pointing to the page in 
blacklist because limited pages tend to spam can be found in this way. As figure 1 showed, p1 is a page in 
blacklist, p2 and p3 all have directly forward link pointing to p. So we regard p2 and p3 having high spam 
tendency. Although p4 has link pointing to p2 which has high spam tendency but not in the blacklist, it 
won’t be punished. According to this consideration and referring to BadRank, the spam tendency may 
spread by the forward link. That means a page’s spam tendency will increase when it points to the page 
with high spam tendency. 
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Figure 1: a simple network 
Let G=<P,L> denote a graph model of the Web. The spam tendency can be calculated by formulae 1: 
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Where St (p) is the spam tendency of page p; d∈[0,1] is the damping factor. E (p) is the initial spam 
tendency of page p. While p∈Pb, E(p)=1 ;else, E(p)=0; n= |Out(p)| is the sum of forward links of page p; 
qi∈Out(p) means page p has a link point to qi; C(qi)= |In(qi) | is the sum of backward links of page qi; St(qi) 
is the spam tendency of page qi; 
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is used to control the value of St(p) in [0,1], 
namely 0≤St(p) ≤1. 
3.2 Penalty factor 
The possibility of a page to cheat can be judged by spam tendency, but we cannot take that directly as 
the punishing standard. As figure 1 shows the association from p2 to p1 is w(p2, p1) =1. While the spam 
tendency of p2 only equals 0.199. Therefore, only to punish a page directly by its spam tendency is not 
suitable. We should also consider the strength of the association of two pages. 
Given G=<P, L>, p∈P and q∈P. w (p, q) is the strength of the association from page p to page q. If p 
has link pointing to q, w(p, q) =1/|Out (p)|, otherwise, w(p, q)=0. In fact, w(p, q) is the probability that p 
transfer to q. Since p may have links pointing to several spam pages, we calculate the strength of the 
association from p to spam pages by formulae 2: 
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Where Out (p) is the sum of forward links that page p has; Pb is the blacklist; qi belongs to the blacklist. 
Obviously, 0≤Sr(p) ≤1. 
The penalty factor can be calculated by formulae 3: 
γ(p)=α (1-Sr(p))+β (1-St(p))                                                                                                           （3） 
Where α+β=1, 0≤α≤1, 0≤β≤1. γ(p) is the penalty factor, which consider both the spam tendency and 
the association from page p to the spam pages. According to formulae 3, there is a negative correlation 
between penalty factor and spam tendency, likewise, there is a negative correlation between penalty 
factor and the Sr(p). 
3.3 link-based anti-spam algorithm 
Taking all the factors above into consideration, including the spam tendency, the association with 
spam pages and the authority of a page, an anti-spam algorithm is raised based on link analyzing. Given 
G=<P, L>, p∈P. The authority, the spam tendency and the association with spam pages can be calculated 
by formulae 1 and formulae 2 respectively. Consequently, our algorithm can be calculated by formulae 4: 
NR(p) = γ(p) PR(p)                                                                                                                          （4） 
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4 Experiment Evaluations 
43.1 Setup 
The experiment in this paper uses a dataset from Sogou (http://www.sogou.com/labs/) consisting of 
3.54 million pages and 8.45 million links. We first make the pre-treatment of the pages, such as removing 
the links pointing towards themselves. This results in 6,031 sites and 27,994 links. However, there are 
3,888 sites only have forward links, which may influence the performance of our anti-spam algorithm. 
Consequently, we add a virtual site that has links pointing to these 3888 sites. Finally, we get 6032 sites 
and 31882 links. 
Our anti-spam algorithm is based on the blacklist which contains certain spam pages or sites. However, 
search engines, such as Google and Baidu, never disclose the list of spam pages and it is too subjective to 
define sites as spam site by individual perception, for example, judging sites with a URL containing a 
pornography related keyword as spam site. Consequently, we regard those sites which have no result after 
entering “site: URL” in Google as spam sites. In this way, about 5% of sites are found. According to Z. 
Gyongyi and H. Garcia-Molina’s experiment, about 10%-15% of pages are spam pages [12]. Thus, in our 
experiment, it is acceptable that the initial blacklist consist of 5% of sites. Here is the pseudo code of our 
algorithm:  
 int _tmain( int argc, _TCHAR* argv[] ) 
{ 
 Init( ); //processing of database: recording the forward links and backward links of each page 
 PrRanking( ); //calculating the PageRank value of each page  
 StRanking( );  //calculating the spam tendency value of each page according to the formula 1 
 Penalty( );  //calculating the penalty factor of each page according to the formula 3 
STBArank( ); //calculating the final score of each page 
 Output( );  //the rank of pages 
} 
4.2 Our algorithm versus PageRank 
A site is called a seed site if it has a link or more pointing to the sites in the blacklist. In the experiment, 
there are 640 seed sites, which are quite important for the testing of spam resilience calculated by 
formulae 5. 
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Where R (Ei) represents the rank of seed site Ei according to the candidate ranking algorithm and R (Bi) 
represents the rank of seed site Bi according to baseline ranking algorithm. The value of m means the top 
m sites in ranking and positive Srank (m) values indicate the candidate algorithm is more spam resilience 
than the baseline.  
In this part, we observe the different spam resilience performances of our algorithm by changing the 
value of α. According to the figure 2, our algorithm is more spam resilience than PageRank regardless of 
the three different value of a. In the case of α=0, the penalty factor in the formulae 5 is determined by the 
strength of the association from a site to the spam sites. Thus it has higher penalties to the seed sites than 
other value of a; in the case of α=1, the penalty factor in the formulae 5 is determined by the spam 
tendency value and it has lower penalties to the seed sites (high penalties to all sites); in the case of α=0.5, 
the penalty factor in the formulae 5 is determined by both the strength of the association from a site to the 
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spam sites and the spam tendency. The two parts are equally important for the penalty factor. 
Consequently, in this case, the spam resilience is higher than α=1 and lower than α=0. 
 
Figure2 our algorithm versus PageRank 
4.3 Time complexity 
The algorithm's time complexity is an important factor in evaluating an algorithm when facing trillions 
of pages. The algorithm is based on the iterative process, thus the number of iterations influences the time 
complexity. Let i donate the times of iterations and n donate the total number of forward links; then time 
complexity is O(i*n). In the standard HP 2230s laptop, the running time of our experiment is 2.81 
seconds, which is acceptable. 
5 Conclusions 
By recognizing and punishing the cheating act (web spam), it can improve the performance of search 
engine and help enhance customers’ satisfaction. From the standpoint of link analysis, this paper 
introduced the concept of web spam tendency to measure the possibility of web spam. Based on the initial 
blacklist and connectivity with it, we firstly proposed a method to calculate the value of web spam 
tendency and translate it into web reliability. Meanwhile, considering that a web page will only have a 
clear understanding on these directly pointed pages, we applied correlativity to measure the relativity 
between two pages. At last, we designed an anti-spam algorithm based on both reliability and correlativity 
when calculating the penalty factor for spam page. The experiments showed that this algorithm is more 
spam resilience than PageRank. 
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